Dark web &Telegram X

Weekly Highlights P w\3

Israel Rocked by Severe Data Breaches Amid Ongoing Hamas Conflict

* |srael is prominently featured on dark web forums due to
ongoing data breaches, fueled by tensions with Hamas
and potential escalation with Iran.

« A statistical review highlights Israel as the second most .
affected nation by data breaches in the recent month. sECEEED |
v’ Victim country ranking: USA, Israel, Russia,
Bangladesh, India. S R S
* The MOost Signiﬁcant breaCheS have Occurred in Israel Ministry of Defense Documents - Leaked, Download!
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governmental bodies, notably including the Ministry of
Defense and military institutions, as well as the judiciary
and Ministry of Welfare.

South Korean Educational Website Compromised, Sensitive Data on Sale

* |nternal documents from a South Korean Ministry of
Education research site have been compromised and
are being actively sold on BreachForums.

* On August 15th, known threat actor ‘IntelBroker’

disclosed the sale of approximately 1.6 million lines of o
data from CareerNet, including user IDs and encrypted -z
passwords.

« A sample of the breached data was shared online,
exposing the personal details of registered users.

U.S. Daily, The Washington Times, Faces Data Leak After Ransomware
Attack

* The Washington Times was hit by a ransomware attack,
resulting in substantial data leakage and extortion
attempts by the ransomware gang Rhysida.

The Washington Times

* On August 15th, Rhysida posted samples of the
compromised documents and IDs from The Washington
Times on their leak site.

» Rhysida demands 5BTC (approximately 400 million
KRW), giving the media outlet, owned by the Unification
Church, a seven-day ultimatum to respond.

Price: 5 BTC

COPYRIGHT (© 2024 S2W Inc. All rights reserved



o S2W

About S2W
= S2W is a big data intelligence company specialized in =  S2W offers a threat intelligence solution
analyzing hidden channels and cryptocurrencies. S2-XARVIS,
= Detection of brand abuse site, phishing site, real-
time threat monitoring solution QUAXAR,
=  S2W captures massive amount = Cryptocurrency anti-money laundering solution S2-
of data from various channels and conducts analysis EYEZ,

with the unique Al based multi-domain analytics engine. o _
= Digital fraud detection system S2-TRUZ.

Contact For any queries, please contact support@s2w.inc  / www.s2w.inc

The information contained in this document is proprietary and confidential.
If you are not the intended recipient, please note that any use or circulation of this document may be
cause for legal action.

COPYRIGHT (© 2024 S2W Inc. All rights reserved



	슬라이드 1
	슬라이드 2

