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Leading US IT Company Suffers Internal Document Leak, Revealing Detailed Employee
Personal Information

« A post sharing leaked internal documents of M, a representative IT company in
the United States, was detected on the hacking forum BreachForums.

 According to forum threat actor 888, the leaked data consists of information on ﬂ
M's employees and was obtained from a third party, such as a partner or affiliated™
company, rather than from M's headquarters.

 Upon reviewing the sample content he disclosed, it includes detailed personal
information such as the names, job titles, contact information, addresses, social
media IDs, and email verification statuses of users with M company email accounts.

Vietham Post and Telecommunications Group Data Spotted for Sale on Hacking Forum
for 2.5 Million Won

A post selling internal data of the Vietnam Post and Telecommunications Group, a
subsidiary of the Viethamese government, was posted on BreachForums.

v The affected institution is the second-largest company in Vietnam, following the s -
Agricultural Bank of Rural Development. It owns both the post office and the "
telecommunications company Vinaphone.

 According to the seller, the leaked data is extensive, amounting to approximately
/30,000 lines, and consists of detailed personal information of customers,
subscription information, and business information.

* The seller disclosed three data tables written in Vietnamese as samples, which
contain personal information, contact details, and subscription information of
Vietnamese customers.

Korean Police and Government Institutions’ Access Rights for Sale by IntelBroker

« A well-known threat actor IntelBroker was recently observed offering access to the
internal networks of Korean police and government agencies.

« On July 12th, he posted about selling internal access for one police department and
two government institutions, including admin portal entry and command execution
capabillities.

* The selling prices are 1 million won, 5 million won, and 600 thousand won respectively,
with access rights presumably priced according to their level.

* IntelBroker was recently noted for selling a vulnerability in an IT collaboration tool for 1.1
billion won. His leaks have lately focused on data from South Korea, Japan, and Taiwan.
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