
Incident Report

Incident Date: June 4, 2024 Incident Time: 3:43 AM (GMT+9)

The following threat has been identified on a Deep/Dark web forum.

The Incident

Location
Deep/Dark web forum

Username IRLeaks

URL
https://exploit

Date/Time June 4, 2024 3:43 AM (GMT+9)

User profile of IRLeaks

[The Hajj and Pilgrimage Organization in Iran] +168,000,000 DB Records

More than 168 million DB records (during the years 1984 to 2024) is ready for sale:
- First name, last name, father's name, date of birth, place of birth, ID number, national code (SSN), n
ational card serial number, marital status, occupation - Contact information (home and work address,
postal code, landline or mobile phone number) - Detailed passport police inquiry information (passpo
rt number, issue and expiration date)   Passport scan   3�4 photos of travelers   Travel flight informa
tion of travelers   Travel insurance information   Security deposit documents   Banking and payment
information   Pilgrimage brokers information   Accommodation status information of travelers   Detail
s of government officials   Details of allocated quotas such as martyr families   Details of NAJA force
s   Details of Basij forces   Details of clerics (Mullah)   Source code of Haj apps and services ---
Total Data � 1.25 TB
Sample = https://
Price � DM us.
*The Hajj and Pilgrimage Organization in Iran organizes registrations for pilgrimage trips to various de
stinations, including Hajj pilgrimage, Umrah (Mecca and Medina), and visits to significant Shiite religi
ous sites known as the "Atabat Aliyat" in Iraq and Syria (Haj.ir).
The significance of the Hajj Organization lies in the fact that it not only contains data on ordinary indi
viduals but also, since all Iranian officials have traveled at least once to a pilgrimage destination, their
information is stored in this data bank.



The user IRLeaks has been active on
exploitivzcm5dawzhe6c32bbylyggbjvh5dyvsvb5lkuz5ptmunkmqd.onion from Aug 10, 2023 to Jun
7, 2024 (302 days).

Date/Time Location Activity XARVIS

2024.06.07 Exploit.IN Forum
[Iranian Insurance Companies] 160,000,000+ P
ersonal Data

Link

2024.06.04 Exploit.IN Forum
[The Hajj and Pilgrimage Organization in Iran] +
168,000,000 DB Records

Link

2024.03.14 Exploit.IN Forum
[Iranian Insurance Companies] 160,000,000+ P
ersonal Data

Link

2024.01.16 Exploit.IN Forum
[Iranian Insurance Companies] 160,000,000+ P
ersonal Data

Link

2024.01.05 Exploit.IN Forum
[Iranian Insurance Companies] 160,000,000+ P
ersonal Data

Link

In total of 9 items that he/she has published, this user has frequently mentioned Iran, Finance.

Countries Iran, Iraq, Syria, USA

Industries Finance, Logistics, Government, B2B Services, ICT
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